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Part 1. Monitoring Network D evice Interfaces and Ports Satus with
Xian lo Network Manager for Ops Mgr 2007

By Roberto Alcoce r, Jalasoft

The Jalasoft teamis  pleased to be on the System Center Forum I Thisis our first blog
post about Mricti@mality linoadseries of eight . We tried to come up with
solutions to problems  that most Network Admin  istrators encounter on a daily basis
Therefore, we are st arting this series with a basic, yet interesting topic on monitoring
your net wor kntedaees and podss

As many Network Administrators would tell you, i tis very critical to know  whether
the most important interfaces and ports of any network device such as a switch or

router are up an d available or if they suddenly change to another state such as
down, disabled, unknown, etc. and th us be able to know if the connectivity to a
particular server, sub - network, or Internet is interrupted or affected , SO that this
problem can be solved  quickly.

Xian lo for Ops  Mgr 2007 will precisely mon itor any desired interface (s) in your
devices and immediately generate an alert if the state of any port o r interface has

changed or is not healthy. The two basic rules on Xian that accomplish this task and
are available for most of our supported network devices are:

- Interface operational status , which m onitors the operational status of an
interface, helping to detect if it reaches any critical status such as fidown 0.

- Port status , which monitors whether a port reached a particular state such as
disabled, b locking, broken, etc. or if it simply changed its status.

Applying and configuring these rules in Xian lo is a simple task that consists in
following these steps:

1. Open the Xian console or, if you installed the Xian Ul integration component
for Ops Mgr, t he Ops Mgr console.

2. Select the device and open its properties dialog , double click on it if you
opened the Xian console . On the other hand, if you opened the OpsMgr
console, right click on the device , select fdevice type name o, t Hasks 0 &nd
t h e miewfdevice properties 0.

3. Once the device properties dialog is opened, click on the flactive rules 0 tab.

4. Clickonthe fAddo button, select finterface > interface operational status 0 and
then click on the  AOKO button.

5. On the rule configuration wizard, click on the fiparameters 0 tab, you will see
that all o f your dirgevfaces e ars listed, simply select the ones you
consider important and want to monitor or unselect the nodes you do not
want to monitor. Finally, select the states that will force the rule to send an

event to Ops Mgr 07 (dormant, down, testing, unknown, up or if the state is
changed) as on the screenshot below :
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6. Click on the factive rule options 0 tab and set the alert severity (for example
to ferror ¢), also set if the rule will collect performan ce counters and
optionally, change or customize the name of the rule.

7. Click on the fischedule 0 tab and set the interval of the rule execution ( for

e x amp | eevety6 mifiutes 0).

8. Click on the fidevice update 0 tab and configure if a new discovered interface
will be monitored  and the criteria  for this monitoring.

9. Click on the fiFinish 0 button and verify that the rule is now running on the
flactive rules 0 tab of your device.

You can perform similar steps to apply and configure the fiport status 0 rule. Please
note t hat you can have one or several of these rules monitoring a single device ; for
example, you can configure a port status rule to monitor certain ports with a defined

schedule and alert severity and then create another port status rule with different

paramet ers in order to monitor the remaining ports using different criteria

Should you have any questions, comments please feel free to reply to this post, and
w ellbmake sure to send you an answer  as soon as possible . For further information
on Xian lo for Ops  Mgr 07 please visit our website www.jalasoft.com
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Part 2: Monitoring the Availability of a Device and its Response
Time

By Roberto Alcocer , Jalasoft

For System Center Forum readers that might have missed our first blog post  of

February 4th, this is J al a s setond article about Xian | obés functionality

of eight. We tried to come up with solutions to problems that most Network
Administrators encounter on a dail y basis , so our topic  selected for this occasion is
the monitoring of a d eavdilabiiyd sand response time.

Unfortunately, most network problems are caused by a device or computer that is
down or due to delays on the response time of network devices ; therefore, knowing
immediately if any of you r machines is not available or is becoming bottleneck  ed in
terms of response time , is one of the most important and basic network

administration tasks.

Xian Network Manager o offers a simple but powerful me chanism to monitor these

aspects for all your network devices and computers . This mechanism lets you know

immediately if any of your devices went down and also allows you to  monitor their

response time to prevent any future pXanmhbd ferms . Let &s

Ops Mgr 07 Device Availability smart management pack (SMP):

Discovering a device:

The Xian lo device availability SMP will let you discover v irtually any computer,
device, machine or even a website that has its own IP address, just follow the se
simple steps:

1. Open the Xian console.
2. Go to the o6Device > Addod menu.

3. Sel ect the Oavainl amidl itthyebn pcllugek on the O06O0OK6 but't

rule wizard will be displayed.

4. Click on the O6Parameterso6 tab.
5. Select if you want to discover just one d evice or several ones under a subnet
or within a network range.
6. Provide the IP address(es) of the device(s) you want to discover.
7. Provide the proper timeout and number of retries parameters.
8 You can | eave the 6bactive rules optvtepbpasdabsd
witht he default values and then click on the OFi
To see all your discovered O6availabilityd devices,
then double click on the 6Network > Standard vi ews
ConfiguringcMPheAvail abi:lityd rule
Once you have discovered a device, you shatul d add
This rule will monitor both the ICMP availability and response time, granting you the
possibility of generat ing independent alerts and counters . This rule may be
configured to consider the device finot available 0 after a number of failed connection
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retries and consequently generate an alert on Ops Mgr 07. In a similar way, the
ICMP availability rule  can send an alert to Ops Mgr 07 ifthe d e v i caesjosse timeis
greater than a predefined t hreshold. Finally, th is rule can constantly gather
performance counters so you may later gene rate the proper reports on Ops Mgr 07.
To add and configure this rule simply follow the procedure below :

1. Open the Xian console.

2. Ri ght click on any desired o6availabilityé

to execute 6context menu option.

3. Sel ect the O0OAvailable rules > General >
060K6. The rule configuration wizard wil

4. Click on the O6Active rul e opt i mumzebdoftmasb
Xian will try to contact the device before considering it is down and also
provide a specific name for the rule.

5, Click on the 61 CMP availability

a. Check thdyoVverMP avail abilit
max . retries and timeout parameters.

a m
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b. Check the O6Al ertsd checkbox and sel ect

that will be sent to Ops Mgr 07 if the device is not available.
c. Ifyou alsowantto collectp erformance counters to be available on the
Ops Mgr0O7consol e and for reports, you
availability countersé checkbox.
d Check the 6Consider device not avail
through I CMP and disabl
6. Clickon the 61 CMP response t

c

an

abl

i
e itd checkbox.
i me parameterso

a. Check the 6generate alerts when value i

and define the response time threshold and the severity of the alert
that will be displayed on the Ops Mgr 07 console if the response time
of the device is greater than the defined threshold
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d
s e

i s
t

e

p
tr

check

e

tab

S

w h

a
ab

b. Check the 6Collect response time counterséo

able to generate the proper response time performance graphs and
reports on Ops Mgr 07.

7. Click on the 06Schedul ed olowity: and confi gure

a. Normal schedule: You can define the interval of the rule execution (for
example 5 minutes)

b. Not available schedule: If Xian encounters that the device is not
available, this rule can run with a different schedule so it will be more
accurate determ ining the moment the device is available again.

8 Click on the O6Finishd button.

After performing these configurations, Xian will monitor the availability and response
time of your devices and computers and you will be able to generate reports  like the
follo wing ones:
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Report for Device Availability:

I, Device availability - ICMP Availability - Aggregated - System Center Operations Manager 2007 - Report - my OpsMrg and Xian group

Fle Edt  Vew Help
igdrn B |« @@ W 41 oft b M |4 &b @y | Pagewidth  ~
N7) H

esAlanlo

NETWORK MANAGER.

Device availability - ICMP Availability - Aggregated

Description

Generated At 1 PM 12:34:52 2/8/2008
Report Start/End Time : 2/1/2008 12:33:00 PM - 2/6/2008 11:59:00 PM
Device Name 1 10.7.1.75
Aggregation Level : Day
100
80—
60 —
= I Mot available
40 Available
20
oL
2/1/2008 2/2/2008 2/4/2008 2/5/2008 2/6/2008
Start Time End Time
2/1/2008 2/2/2008 12:00:00 AM
2/2/2008 2/3/2008 12:00:00 AM 836 % | 16.4 %
2/4/2008 2/5/2008 12:00:00 AM 1000 % | 0.0%
2/5/2008 2/6/2008 12:00:00 AM 1000% | 0.0%
2/6/2008 2/6/2008 11:59:00 PM 99.6 % 0.4 %
N/A: Not available
Jalasoft Corporation Page 1/1

Ready.
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Report for ICMP Response time:

I, Device availability - ICMP response time - Detailed - System Center Operations Manager 2007 - Report - my OpsMrg and Xian group
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NETWORK MANAGER

Device availability - ICMP response time - Detailed
Description

Generated At : PM 12:32:03 2/8/2008
Report Start/End Time : 2/7/2008 10:25:00 AM - 2/8/2008 5:10:00 AM
Device Name 0 10.7.1.75

ICMP response time [ms]

500

400
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200

100

0
2/7/2008 12:00PM  2/7/2008 4:00 PM 2/7/20088:00PM  2/8/2008 12:00 AM  2/8/2008 4:00 AM

Ready

We hope that you find this article helpful. If you have any questions or comments

please reply to this post, and we 0anlanswen ksesoos asr e t o send
possible. For further information on Xian lo for Ops Mgr 07 please visit our website

www.jalasoft.com
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Part 3: Asynchronous Monitoring with Xian 10

By Roberto Alcocer , Jalasoft

For System Center Forum readers that might have missed our first blog posts, this

is

Jal asof taitisle abioud Xi an idnaityis asernesidof gight. In part 1 , we

discussed monitoring network device interfaces and port status. In part 2 , we talked
about monitoring a network device and itd6s response

We tried to come up with solutions to problems that most Network Administrators

encounteronadailybasis ,so on this occasion wedll el aborate on
Monitoring.

When monitoring a network device or server, network admins  focus on monitoring

some aspects consider ed critical and mandatory; therefore, the rules that monitor

such properties are designedt o cover these critical nodes and counters and will

periodically verify that they are within certain normal boundaries . However, other

unexpected events and situations that might affect the normal perf  ormance and

availability of that  server or device could occur. These events are  difficult to foresee
and th erefore explicitty monitor and could even compromise the  state of the whole
network . Knowing aboutthe se events as soon asthey occuris  very critical since

solving this problem  requires a response soon  after the events are  triggered.

Taking thisinto  consideration , Xian Network Manager 1o implemented a mechanism
to asynchronously monitor your devices . This mechanism consists of listening for all
the Syslog messages generated on your devices and then tr iggering an alert on Ops

Mgr 07 as soon as an error or particular message that you consider critical is
received.

Configuring  the Xian Syslog L istener

In order to start listening for any Syslog messages generated on your monitored
computers, please follo wthese steps:

1. Configure your devices to send their Syslog messages to the server where the
6Jal asoft Xian Task Serverd service
guide for specific steps.

2. Enable the Xian Syslog listener.

a. Open the Xian console.

b. Click on the 6Xian Serversdé button
corner.

c. Drill down the Task Server tree until you find the Syslog Server icon,
then right click on the O6Properti

d On the O0Sysl og Serverd tab, npillsten
these messages and then click on
box should now display érunningé.

3. Create the filters on Xian that will accept or reject any received messages:

6s running. F

|l ocated on t

esd contextu
de the port
the O6Enabl ed

a. Open the Xian console and cl ifcikl toenr stéh et adbSy s| o
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b. Ri ght click on the 6Sysl og messages filterso
the 6Addd contextual menu option; a configur a
displayed.
c. Enter a name for the filter.
d. Selectthe action that the filter will perf orm when a Syslog message
that matches this filter arrives ( accepts the message and sends an

eventto Ops Mgr or simply discards it).
e. Configure the filtering of the severity levels of the messages, and
which severity levels will be considered and which ones will be

discarded. Toco nf i gure this feature, select the 6Sev
and then select the severity levels for the filter. Please notice that if
you c¢click the 6Select AIl &8 button, all the se
selected.

f.  Optionally select the Syslog messages that will be filtered by contents.

Forthis, check the O6Contentsd check box and enter
expression that will be applied to the contents of the Syslog message.
The filter will process all the messages that match this criterion only.
g. The laststep consists  of configuring the devices or device groups that
the filter will be applied to. You can select all the devices that belong
to certain categories (e.g. Cisco switches) or select a specific
discovered device or server only. To configure this setting, click on the
0Devicesd tab and click on the device categor
categories for a list of discovered devices from a specific category, and
finally select the desired device or server.

Working with the Filter Order

When the Xian Syslog Server receiv es a new Syslog message, it will try to match it
with the first Syslog filter that captures and processes the message. The Syslog

server will compare this message with the first filter, and if it does not match the
specified criterion, thenitwillgotot he second, and so on until it finds the filter that
captures this message or discards it (if no filter for the message was found ). Itis
because of this, that  the order of the filters is very important. You need to consider

this aspect when adding a new fi Iter, making sure thatitis plac ed in the best

position possible. To  modify the filter order, just follow these simple steps:

1. Open the Xian lo console.

2. Go to the 6Syslog messages filters6 tab | ocated a
the console 6 gnain window.

3. Verify that all/l the Syslog filters are sorted by
4. Right click on the Syslog filter that you want to move.

5. Click on the move option that you choose for the filter (move to first, move
up, move down or move to last).
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6. Repeat this procedure for each of the filters you wish to move until they are
placed on the appropriate position

After performing these configurations, Xian will start receiving and filtering the

Syslog messages generated on your devices and will send the proper events to Ops
Mgr 2007 automatically, soyou willnot need to perform any additional steps on the
Ops Magr side.

I f you have any questions or comments please reply t
sure to send you an answer as soon as possible , alte rnatively you could send us an

e-mail to techsupport[ at]jalasoft.com . For furtherinformation on Xian lo for Ops Mgr

07 please visit our website www.jalasoft.com
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Part 4. Monitoring of Processesin non -Windows Systems in Xian lo

By Rolando Bazoalto , Jalasoft

For System Center Forum readers that might have missed our first blog posts, this is

Jal asoftds fourth article about Xian | oépostsf uncti onal
discussed the monitorin g of network device interfaces , port status , a deviced s

response time and asynchronous monitoring . On this oc caksboatnthewe 61 I
monitoring  of processes since it is a fairly useful feature unbeknownst to most of our

customers .

When monitoring UNIX servers, it is important to continuously monitor hardware

components like CPUs, interfaces and memory. However, w hat to do with
applications running in a server that also need to be monit ored ? Fortunately Xian lo
gives you a chance to monitor processes and daemons running on a UNIX server .

But h ow can Xian users monitor processes in UNIX server s? It is quite easy ! When

configuring the add device rule in the Xian lo console, besides the IP address and
port, you can as well discover daemons and processes. To do so, you must select
thisopton i n the fAadd device wi zar ddandodecide breas¥archn | o Cons

criterion to discover the processes (See figure 1) . For example, if you would like to

monitor all your processes, set the fi * value as the search criterion . If you need to

monitor all your sendmail processes, set A*sendmai | *od. Fmaly,iB your i t er i
were interested in monitoring only a single process, set the exact name of t his

process. On the other hand, to add multiple search criteria, just separate them with

commas 6, 0.

Once the discovery process is completed , you 8l be able to see the list of processes
and daemons that you have selected. Xian lo has three monitoring rule s for
processes: Process CPU usage percentage, Process memory usage percentage and
Process status (See figure 2) . You can use all of these rules to notify/warn you  when
your process is down or if it is using too much memory or CPU. This way you can be
warn ed on time that your sendmail service is down or whether itis using too much
memory ( which could reflect a spam problem) , or even more important ly, Xian lo
could notify you that your firewall service is down. If you have any critical enterprise
software r unning on your servers , y ou ¢ ould monitor it as well.

Process monitoring is available in Xian lo and distributed with a Il our UNIX servers
smart management packs (SMPs), such as our SMPs for Linux , Solaris and AIX
Servers.

If you have any questions or comments please reply to this post,
sure to send you an answer as soon as possible, alternatively you could send us an

e-mail to tech support [at]jalasoft.com. For further information on Xian lo for Ops Mgr

07 please visit our website www.jalasoft.com
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@Rule wizard § _J_l- ] l‘
I Add Linux servers to the system B
y Adds Linuz Servers to the spstem retrieving device configuration and monitoring information,.. |~
Overview Parameters IActive rule optionsl Network Manager Sewerl
-~
Address range ane device ;j
IP address [101.0.25
1
Port: l 8182 3:

M aximum number of retries:

3

Timeout: 300 < miliseconds
o — 1
) Processes Section
[V Discover processes Fl
Search criteria: |*
i IV Discover daemons |
i Search criteria |“sendmail* . /ust/myprocess o
& v
| Back [ New | Finish Cancel |
o —
Figure 1: Discovering Processes and Selectinga Search Criterion:
©2008 System Center Forum (vww.systemcenterforum.org) Pagel3




System

Center Network Monitoring and Integration Series
Forum.org

Community Solufions for the Microsoft System Center Suite

= Rules =
-k AIX Server

|4 APC UPS

a--@ Availability

i@ Cisco PIX Firewal

t-444 Cisco Router

- Cisco Switch

- f&4 Cisco VPN Concentrator
t-{)) Cisco Wireless

i< F5BigIP

9"§ HP ProCurve Switch
-y Linux Server

@) General

#-Q) Interface

&) File system

=) CPU
_M_Mﬁmnru

=€) Process

@) Process CPU usage percentage

----- Q) Process memory usage percentage

L O s O e O o O e O e O o O o O oy O e O o |

vvvvv Q) Process status

1
mm klabmark Navica

Figure 2:  Monitoring Rules for Processes Available in Xian lo.
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Part 5: Distributed Applications and Xian Network Manager 1o

by Arnold Hagens , Jalasoft

Previous Posts in this series:

For System Center Forum readers that might have missed our first blog posts, this is

Jal asfithtaGd i cl e about Xi an IksefiesoféighnRriorposteaal i ty i n
discussed the monitoring of network device interfaces and port status ,adeviceds
response time and asynchro nous monitoring _ and monitoring of processes

I n this install meneryniceMeatute | thdti Gperatiens Maaager 2007
offers , which is the use of Distributed Applications (DAs) . Although the term might
suggest differently ,itis not at all limited to applications. So its applicability can
easily go beyond them .

Xian Network Manager lo is fully compatible with DAs, since it performsafulld evice
discovery and gives the opportunity to add related interfaces to a DA where you can
already have ; for example , your Windows machine, SQL server or other applications.
Below as an example,  we are going to create a DA that will combine the following:

0 A windows server

0 A CRM windows server , monitored through SNMP

0 Some processes on a Linux machine

0 Two interfaces on a switch.

Creating a DA is very simple. In the authoring section of Operations Manager 2007

go to dlistributed applications  6and chose @&re ate new distributed applications 6(blank)

from the actions pane. Then add different components withthe hel p ofaddt he 6
component 6button in the toolbar.

Once you hav e the different components ready , you need to search for the specific
objects thatyou wanttoaddint hem. In screenshot 1, youcan see how to search for
objects. After  finding your objects, drag and dropth em tothe desired component.

Screenshot 1: Searching for objects to add in different components.
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Once you have added your preferr ed objects you can enhance them by creating
relatons hi ps with the &é6Create Rel ati onshiclgld&dvabt t on
and your customized Distributed Application  will be ready.
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