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Figures 1 and 2 illustrate the conceptual difference in management for a Standard Switch environment versus a vDS 
environment. Each of the Standard Switches in Figure 1 requires a separate configuration from a separate management 
panel. The vDS in Figure 2 requires just one management panel for the single switch that spans multiple hosts.

Distributed Virtual Port Groups and Distributed Virtual Uplinks
Many of the concepts involved in configuring and managing a Standard Switch are carried forward with the vDS.

Distributed Virtual Port Groups (DV Port Groups) are port groups associated with a vDS and specify port configuration 
options for each member port. DV Port Groups define how a connection is made through the vDS to the Network. 
Configuration parameters are similar to those available with Port Groups on Standard Switches. The VLAN ID, traffic 
shaping parameters, port security, teaming and load balancing configuration, and other settings are configured here.

Distributed Virtual Uplinks (dvUplinks) are a new concept introduced with vDS. dvUplinks provide a level of abstraction 
for the physical NICs (vmnics) on each host. NIC teaming, load balancing, and failover policies on the vDS and DV Port 
Groups are applied to the dvUplinks and not the vmnics on individual hosts. Each vmnic on each host is mapped to 
a dvUplinks, permitting teaming and failover consistency irrespective of vmnic assignments. This is illustrated in the 
dvUplink box in Figure 3. vmnic0 on each of the three hosts (esx09a, esx10b, esx9b) is mapped to dvUplink1. If desired, 
any of the vmnics could be assigned on any of the hosts to dvUplink1. 
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Figure 1 - Standard Switches are individually managed and configured.

Figure 2 - Management of vNetwork Distributed Switches is independent of the number of hosts.
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Figure 3 illustrates the vDS view from a vSphere client for a three host sample environment.

New Features with vDS
In addition to easing the configuration and management burden, vDS brings with it a number of new features and 
capabilities to address some common and emerging virtual network requirements. Note that these features are not 
available with Standard Switches.

Private VLANs 
Private VLAN (PVLAN) support enables broader compatibility with existing networking environments using Private VLAN 
technology. Private VLANs enable users to restrict communication between virtual machines on the same VLAN or 
network segment, significantly reducing the number of subnets needed for certain network configurations. 

Figure 4 illustrates how this concept works with a vDS. Private VLANs are configured on a vDS with allocations made to 
the Promiscuous Private VLAN, the Community Private VLAN and the Isolated Private VLAN. DV Port Groups can then use 
one of these Private VLANs and VMs are then assigned to a DV Port Group. Within the subnet, VMs on the Promiscuous 
Private VLAN can communicate with all VMs; VMs on the Community Private PVLAN can communicate amongst themselves  
and those on the Promiscuous Private VLAN; VMs on the isolated Private VLAN can only communicate with VMs on the 
Promiscuous Private VLAN.

Note that the adjacent physical switches must support Private VLANs and be configured to support the Private VLANs 
allocated on the vDS.

Figure 3 – An example vDS for a small three host environment showing highlighted path through  
switch to dvUplinks for the dv-management Distributed Virtual Port Group.
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Network VMotion
Network VMotion is the tracking of virtual machine networking state (e.g. counters, port statistics) as the VM moves from  
host to host on a vNetwork Distributed Switch. This provides a consistent view of a virtual network interface regardless 
of the VM location or VMotion migration history. This greatly simplifies network monitoring and troubleshooting activities  
where VMotion is used to migrate VMs between hosts.

Bi-directional Traffic Shaping
vDS expands upon the egress only traffic shaping feature of Standard Switches with bi-directional traffic shaping capabilities.  
Egress (from VM to network) and now ingress (from network into VM) traffic shaping policies can now be applied on DV 
Port Group Definitions. 

Traffic shaping is useful in cases where you may wish to limit the traffic to or from a VM or group of VMs to either protect 
a VM or other traffic in an oversubscribed network. 

Policies are defined by three characteristics: average bandwidth, peak bandwidth, and burst size. See Figure 5 below. 
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Figure 4 - Private VLANs provide a simple way of selectively isolating VMs without exhausting IP subnets.

Figure 5 - Traffic shaping policy definition on DV Port Group.
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