
Dartmouth College Boosts Security 
of Campus Credentials
DARTMOUTH PRIORITIZES SECURITY FOR THE ELECTRONIC IDENTITIES OF BOTH STAFF
AND STUDENTS WITH GOAL OF DEPLOYING 8,000 ALADDIN ETOKENS

“eToken is a robust solution that 

will provide the Dartmouth College

community with a secure way of

storing our PKI credentials. [eToken]

strikes a healthy balance between

enhanced security and ease-of-use.” 

MARK FRANKLIN
PKI Lab Project Manager

S U C C E S S S T O R Y

As an Ivy League institution founded in 1769, Dartmouth College is one of the
oldest schools of its kind in the United States. Today, its ever-lasting tradition and
dedication to academic excellence is matched with a constant commitment to
include the latest technological advances within its renowned educational setting.
With support from the Andrew W. Mellon Foundation, Dartmouth promotes
nationwide deployment of PKI-based identity management solutions throughout
higher education institutions.

Mark Franklin, PKI Lab Project Manager at Dartmouth, cites the need for power-
ful protection of network services on campus. “We needed a secure way to store
digital credentials while allowing students and staff to remain mobile,” Franklin
said. “We have information systems that allow students to access schedule and
grade information via the network. Our ongoing commitment to protect students’
personal information, now reinforced by FERPA requirements, compels us and
other schools to protect our online systems as much as possible while still simpli-
fying access for students and staff. Two-factor authentication is proving to be a
cost-effective way to accomplish this and strikes a healthy balance between
enhanced security and ease-of-use.”

To implement two-factor authentication at Dartmouth, the college selected
Aladdin eToken, a USB-based device the size of an average house key. It securely
stores digital certificates unique to each student and staff member, while still
providing maximum mobility around campus. Users simply plug in the eToken and
type one eToken password, enabling access to a variety of different information
systems on campus. 

Grades and schedules will soon be protected by eToken’s two-factor authentica-
tion. “We’re trying to evolve past usernames and passwords for enhanced security
and usability,” Franklin said. “eToken is a robust solution that provides us with a
secure way of storing our PKI credentials. It also minimizes the hassle of managing
multiple passwords by storing many passwords directly on the key itself and only
requiring the one eToken password.”



North America T: 1-800-562-2543, 1-847-818-3800 F: 1-847-818-3810 eToken.us@eAladdin.com
International T: +972-3-6362222 F: +972-3-537-5796 eToken@eAladdin.com
UK T: +44-1753-622-266 F: +44-1753-622262 eToken.uk@eAladdin.com
Germany T: +49-89-89-4221-0 F: +49-89-89-42-21-40 eToken.de@eAladdin.com
Benelux T: +31-30-688-0800 F: +31-30-688-0700 eToken.nl@eAladdin.com
France T: +33-1-41-37-70-30 F: +33-1-41-37-70-39 eToken.fr@eAladdin.com
Spain T: +34-91-375-99-00 F: +34-91-754-26-71 eToken.es@eAladdin.com
Israel T: +972-3-6362313 F: +972-3-537-5796 eToken.il@eAladdin.com
Asia Pacific T: +852-9166-8605 F: +852-2166-8999 eToken@eAladdin.com
Japan T: +81-426-607-191 F: +81-426-60-7194 eToken.jp@eAladdin.com

For further info: eAladdin.com/eToken

As part of Dartmouth’s initiative to help spread the use of PKI in other higher
education institutions around the globe, Dartmouth’s PKI Lab Outreach program
promotes the benefits of PKI in an academic setting. The program declares that
global higher education PKI use will enable increased information sharing and
technological collaboration in a much more pervasive fashion than is possible
today. PKI allows secure and controlled sharing of intellectual property, research,
and teaching materials. PKI adoption hurdles are lower than ever and benefits
are greater than ever. 

About Dartmouth

Dartmouth College is a private, four-year liberal arts institution that has been at the
forefront of American higher education since 1769. A member of the Ivy League,
Dartmouth is a superb undergraduate residential college with the intellectual
character of a university, featuring thriving research and first-rate graduate and
professional programs. This unique combination creates a highly personal learn-
ing environment for Dartmouth’s exceptional students and faculty. The quality of
the undergraduate experience is marked by close student-faculty interaction,
opportunities for independent research, a broad range of off-campus programs,
and a diverse student body. For more information, visit www.dartmouth.edu.

About Aladdin’s eToken

Aladdin (Nasdaq: ALDN) is a leader in digital security, providing more than
30,000 customers with solutions for software commerce and Internet security
since 1985. eToken provides cost-effective strong user authentication and pass-
word management solutions. It provides enhanced security and ensures safe
information access; improved password and ID management; and secure mobility
of digital credentials/certificates and keys. It enables secure access for network
logon, VPN, Web Sign On, Simple Sign On, secure email, and numerous other
applications. eToken is available in Smartcard and USB form factors featuring
proximity capabilities and one-time password technology.

S U C C E S S S T O R Y



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


