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e |ntrinsic weakness

Endpoints — essentially all end-user devices and their ports
— are a network’s frontier; the least guarded and therefore the
most vulnerable places in the infrastructure.

e Hidden threat

They're particularly susceptible to removable devices such as
USB sticks — which are small (and so easy to conceal), cheap,
and abundant; they can also hold huge amounts of data whilst
arousing zero suspicion. In other words USB drives are ideal
for smuggling data and applications out of — or even into —

a business.

Your customer database could leave the network, or a Trojan
could enter it, completely undetected having simply bypassed
your state-of-the-art and hugely expensive security perimeter,
including firewall, IDS, IPS and everything else.

[t's like closing, locking, dead-bolting, and alarming all your
doors and windows but leaving your back door wide open.
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o Qhvious solutions are not finite

Common solutions include disabling USB ports via the BIOS
or even by filling them with glue! These work but tend to be
labour-intensive and expensive, and the user can still use
alternatives like firewire hard-drives and recordable

DVD devices.

Unacceptable disruption

Disable a USB port for the user, and it’s disabled for your
support staff too. The dilemma becomes even more complex
for users who need to use USB devices as part of their jobs.

e (Cultural disconnect

Secure systems are less flexible than “unsecure” systems,
but without continuity and competitive edge there’s no
business to protect in the first place. It is all too easy for
security and line of business departments toend up on
opposite sides of this divide.
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uncomplimentary solutions, itis 4. Enforce and manage these centrally

often very time-consuming and costly too. For true control, your strategy needs to be
centrally managed and administered, but it
must also be granular, malleable, wide reaching,
and as automated-as possible in-order to reflect

changes in the business and its threat profile.

II. Least possible user privileges

This provides good short-term security
benefits, but carries a number of drawbacks

— particularly in terms of flexibility and

administrative burden — with end-users often 5. Take a stance on user privileges..

. but don’t be too miserly. Managing the types

1. Develop an endpoint security policy

First get a clear picture of your potential threats and
vulnerabilities by reviewing the status of all end-
points, internal and remote. What's running? What's
being accessed? What attacks are taking place,

an endpoint security policy. With IT
forced implement and manage disparate,

needing special assistance to meet even their
most basic needs. Many blanket lock-down
approaches fail for this reason.

111. Build a real-world, husiness-specific
model hased on live usage data.

with so many different devices now being used
for network access.

of activities performed on a particular machine,
and the apps and resources it can access is
generally a more sensible approach than total
lock down. It tends to be more secure because it

actively manages rather than passively disables.
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